CCPA COMPLIANCE FOR BUSINESSES

UNDERSTANDING CCPA COMPLIANCE FOR BUSINESSES

CCPA COMPLIANCE FOR BUSINESSES IS NO LONGER AN OPTIONAL CONSIDERATION; IT'S A CRITICAL OPERATIONAL IMPERATIVE
FOR ANY ORGANIZATION THAT COLLECTS, PROCESSES, OR SELLS PERSONAL INFORMATION OF CALIFORNIA CONSUMERS. THE
CALIFOrRNIA CoNSUMER PrIVACY AcT (CCPA), As AMENDED BY THE CALIFORNIA PRIVACY RIGHTS AcT (CPRA), GRANTS
CALIFORNIA RESIDENTS SIGNIFICANT CONTROL OVER THEIR PERSONAL DATA. FOR BUSINESSES, THIS TRANSLATES INTO A NEED
FOR ROBUST DATA PRIVACY PRACTICES, TRANSPARENT COMMUNICATION, AND A PROACTIVE APPROACH TO CONSUMER RIGHTS.
NAVIGATING THESE REQUIREMENTS DEMANDS A THOROUGH UNDERSTANDING OF WHAT CONSTITUTES PERSONAL INFORMATION
UNDER THE LAW, HOW TO MANAGE CONSUMER REQUESTS, AND WHAT TECHNICAL AND ORGANIZATIONAL MEASURES ARE
NECESSARY TO SAFEGUARD DATA. THIS COMPREHENSIVE GUIDE WILL DELVE INTO THE CORE COMPONENTS oF CCPA
COMPLIANCE, OUTLINING THE ESSENTIAL STEPS BUSINESSES MUST TAKE TO ACHIEVE AND MAINTAIN ADHERENCE, THEREBY BUILDING
TRUST AND AVOIDING SUBSTANTIAL PENALTIES.
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UNDERSTANDING THE CorE oF CCPA CoMPLIANCE FOR BUSINESSES

THe CaLiForniaA ConsuMEr Privacy AcT (CCPA) FUNDAMENTALLY RESHAPED HOW BUSINESSES HANDLE THE PERSONAL
INFORMATION OF CALIFORNIA RESIDENTS. |TS PRIMARY GOAL IS TO EMPOWER CONSUMERS WITH GREATER TRANSPARENCY AND
CONTROL OVER THEIR DATA. FOR BUSINESSES OPERATING WITHIN OR SERVING CALIFORNIA, UNDERSTANDING THE NUANCES OF
THIS LEGISLATION IS PARAMOUNT TO AVOIDING SIGNIFICANT FINANCIAL PENALTIES AND REPUTATIONAL DAMAGE. CCPA
COMPLIANCE ISN'T A ONE-TIME PROJECT BUT AN ONGOING PROCESS THAT REQUIRES CONTINUOUS ATTENTION TO DATA
HANDLING PRACTICES AND CONSUMER INTERACTIONS.



WHAT CoNsTITUTES PeErRSONAL INFORMATION UNDER CCPA?P

THE DEFINITION OF “PERSONAL INFORMATION” UNDER THE CCPA 1S BROAD AND ENCOMPASSES ANY INFORMATION THAT
IDENTIFIES, RELATES TO, DESCRIBES, IS REASONABLY CAPABLE OF BEING ASSOCIATED WITH, OR COULD REASONABLY BE LINKED,
DIRECTLY OR INDIRECTLY, WITH A PARTICULAR CONSUMER OR HOUSEHOLD. THIS GOES FAR BEYOND SIMPLE NAMES AND
ADDRESSES, INCLUDING A WIDE ARRAY OF DATA POINTS THAT BUSINESSES COMMONLY COLLECT. UNDERSTANDING THIS
EXPANSIVE DEFINITION IS THE FIRST CRUCIAL STEP IN ACHIEVING CCPA CcOMPLIANCE.

EXAMPLES OF PERSONAL INFORMATION INCLUDE:

o |DENTIFIERS SUCH AS REAL NAMES, POSTAL ADDRESSES, UNIQUE PERSONAL IDENTIFIERS, ONLINE IDENTIFIERS, INTERNET
PROTOCOL (IP) ADDRESSES, EMAIL ADDRESSES, ACCOUNT NAMES,

o COMMERCIAL INFORMATION, INCLUDING RECORDS OF PRODUCTS OR SERVICES PURCHASED, OBTAINED, OR CONSIDERED, OR
OTHER PURCHASING OR CONSUMING HISTORIES OR TENDENCIES.

® INTERNET OR OTHER ELECTRONIC NETWORK ACTIVITY INFORMATION, INCLUDING, BUT NOT LIMITED TO, BROWSING
HISTORY, SEARCH HISTORY, AND INFORMATION REGARDING A CONSUMER’S INTERACTION WITH AN INTERNET \WEB SITE,
APPLICATION, OR ADVERTISEMENT.

o GEOLOCATION DATA.

e AUDIO, ELECTRONIC, VISUAL, THERMAL, OLFACTORY, OR SIMILAR INFORMATION.

® PROFESSIONAL OR EMPLOYMENT-RELATED INFORMATION.

¢ EDUCATION INFORMATION, SOME OF WHICH MAY BE PROTECTED UNDER SPECIFIC FEDERAL LAWS.

® |NFERENCES DRAWN FROM ANY OF THE PERSONAL INFORMATION LISTED ABOVE TO CREATE A PROFILE ABOUT A CONSUMER

REFLECTING THE CONSUMER’S PREFERENCES, CHARACTERISTICS, PSYCHOLOGICAL TRENDS, PREDISPOSITIONS, BEHAVIOR,
ATTITUDES, INTELLIGENCE, ABILITIES, AND APTITUDES.

DeFINING “Business” Unper CCPA

THe CCPA APPLIES TO FOR-PROFIT ENTITIES THAT COLLECT CONSUMERS’ PERSONAL INFORMATION, DO BUSINESS IN
CALIFORNIA, AND SATISFY AT LEAST ONE OF THE FOLLOWING THRESHOLDS:

¢ HAVE ANNUAL GROSS REVENUES IN EXCESS OF $25 MILLION;

e BuUY, SELL, OR SHARE THE PERSONAL INFORMATION oF 100,000 or More CALIFORNIA CONSUMERS OR HOUSEHOLDS
ANNUALLY; OR

® DERIVE 500/0 OR MORE OF THEIR ANNUAL REVENUES FROM SELLING OR SHARING CALIFORNIA CONSUMERS’ PERSONAL
INFORMATION.

CRUCIALLY, THE CPRA EXPANDED THE DEFINITION OF “SELLING” AND “SHARING” TO INCLUDE NOT JUST MONETARY
TRANSACTIONS BUT ALSO VALUABLE CONSIDERATION, AND IT INTRODUCED SPECIFIC REQUIREMENTS FOR BUSINESSES THAT
PROCESS SENSITIVE PERSONAL INFORMATION.



UNDERSTANDING Ky CoNsUMER RIGHTS UNber CCPA

THe CCPA eMPOWERS CALIFORNIA CONSUMERS WITH SEVERAL FUNDAMENTAL RIGHTS CONCERNING THEIR PERSONAL
INFORMATION. BUSINESSES MUST ESTABLISH MECHANISMS TO FACILITATE THE EXERCISE OF THESE RIGHTS AND RESPOND TO
CONSUMER REQUESTS PROMPTLY AND TRANSPARENTLY. FAILURE TO DO SO CAN LEAD TO SIGNIFICANT ENFORCEMENT ACTIONS.

THE RIGHT TO KNOW

CONSUMERS HAVE THE RIGHT TO REQUEST THAT A BUSINESS DISCLOSE THE PERSONAL INFORMATION IT HAS COLLECTED ABOUT
THEM, AS WELL AS SPECIFIC DETAILS ABOUT THAT COLLECTION. THIS INCLUDES THE CATEGORIES OF PERSONAL INFORMATION
COLLECTED, THE SOURCES FROM WHICH THE PERSONAL INFORMATION IS COLLECTED, THE BUSINESS OR COMMERCIAL PURPOSE FOR
COLLECTING OR SELLING PERSONAL INFORMATION, AND THE CATEGORIES OF THIRD PARTIES WITH WHOM THE PERSONAL
INFORMATION IS SHARED OR SOLD.

THE RIGHT TO DELETE

CONSUMERS CAN REQUEST THAT A BUSINESS DELETE PERSONAL INFORMATION THAT THE BUSINESS HAS COLLECTED ABOUT THEM.
HO\X/EVER/ THERE ARE CERTAIN EXCEPTIONS TO THIS RIGHT, SUCH AS WHEN THE INFORMATION IS NECESSARY TO COMPLETE A
TRANSACTION, DETECT AND PREVENT SECURITY INCIDENTS, OR COMPLY WITH A LEGAL OBLIGATION.

THE RIGHT To OPT-OUT OF SALE OR SHARING

CONSUMERS HAVE THE RIGHT TO DIRECT A BUSINESS NOT TO SELL OR SHARE THEIR PERSONAL INFORMATION. THIS APPLIES TO
INFORMATION THAT IS SOLD OR SHARED FOR MONETARY OR OTHER VALUABLE CONSIDERATION. BUSINESSES MUST PROVIDE A
CLEAR AND CONSPICUOUS LINK ON THEIR WEBSITE TITLED “Do NoT SELL OR SHARE MY PERSONAL INFORMATION” TO ALLOW
CONSUMERS TO EXERCISE THIS RIGHT.

THE RIGHT To CORRECT INACCURATE PERSONAL INFORMATION

THe CPRA INTRODUCED THE RIGHT FOR CONSUMERS TO REQUEST THAT A BUSINESS CORRECT INACCURATE PERSONAL
INFORMATION THAT IT MAINTAINS ABOUT THEM. BUSINESSES MUST USE COMMERCIALLY REASONABLE EFFORTS TO ENSURE THE
ACCURACY OF THE PERSONAL INFORMATION AND, IF CORRECTED, NOTIFY RELEVANT THIRD PARTIES TO WHOM THE INFORMATION
WAS PREVIOUSLY DISCLOSED.

THe RIGHT To LIMIT THE USE AND DISCLOSURE OF SENSITIVE PERSONAL INFORMATION

CONSUMERS CAN REQUEST THAT A BUSINESS LIMIT ITS USE AND DISCLOSURE OF SENSITIVE PERSONAL INFORMATION TO ONLY
WHAT IS NECESSARY TO PERFORM THE SERVICES OR PROVIDE THE GOODS REASONABLY EXPECTED BY A CONSUMER. SENSITIVE
PERSONAL INFORMATION INCLUDES ITEMS LIKE SOCIAL SECURITY NUMBERS, DRIVER'S LICENSE NUMBERS, PRECISE GEOLOCATION,
RACIAL OR ETHNIC ORIGIN, AND SEXUAL ORIENTATION.

THE RIGHT To NoN-DISCRIMINATION



BUSINESSES ARE PROHIBITED FROM DISCRIMINATING AGAINST CONSUMERS WHO EXERCISE THEIR CCPA RIGHTS. THIS MEANS A
BUSINESS CANNOT DENY GOODS OR SERVICES, CHARGE DIFFERENT PRICES OR RATES, OR PROVIDE A DIFFERENT LEVEL OF QUALITY
OF GOODS OR SERVICES TO CONSUMERS WHO OPT-OUT OF THE SALE OR SHARING OF THEIR PERSONAL INFORMATION OR WHO
REQUEST DELETION OR CORRECTION.

EsseNTIAL BusiNess OBLIGATIONS FOR CCPA COMPLIANCE

AcHIEVING CCPA COMPLIANCE REQUIRES BUSINESSES TO UNDERTAKE A SERIES OF FUNDAMENTAL OBLIGATIONS RELATED TO
DATA HANDLING, CONSUMER INTERACTION, AND SECURITY. THESE OBLIGATIONS ARE DESIGNED TO ENSURE TRANSPARENCY,
CONSUMER CONTROL, AND DATA PROTECTION.

TRANSPARENCY THROUGH PRrIVACY PoLICIES AND NOTICES

A CorNERSTONE OF CCPA COMPLIANCE IS PROVIDING CLEAR, ACCESSIBLE, AND COMPREHENSIVE PRIVACY POLICIES. THESE
POLICIES MUST INFORM CONSUMERS ABOUT:

® THE CATEGORIES OF PERSONAL INFORMATION COLLECTED.
® THE SOURCES FROM WHICH PERSONAL INFORMATION IS COLLECTED.
® THE BUSINESS OR COMMERCIAL PURPOSE FOR COLLECTING, SELLING, OR SHARING PERSONAL INFORMATION.

THE CATEGORIES OF THIRD PARTIES WITH WHOM PERSONAL INFORMATION IS SHARED OR SOLD.

e CONSUMERS' RIGHTS UNDER THE CCPA.
® How CONSUMERS CAN EXERCISE THEIR RIGHTS, INCLUDING CONTACT INFORMATION.
IN ADDITION TO THE GENERAL PRIVACY POLICY, BUSINESSES MUST PROVIDE SPECIFIC NOTICE AT OR BEFORE THE POINT OF

COLLECTION, DETAILING THE CATEGORIES OF PERSONAL INFORMATION BEING COLLECTED AND THE PURPOSES FOR WHICH THAT
INFORMATION WILL BE USED.

EsTABLISHING MECHANISMS FOR CONSUMER RIGHTS REQUESTS

BUSINESSES MUST IMPLEMENT AT LEAST TWO METHODS FOR CONSUMERS TO SUBMIT REQUESTS TO KNOW, DELETE, CORRECT, OR
OPT-OUT OF SALE/SHARING. THESE METHODS CAN INCLUDE A TOLL-FREE TELEPHONE NUMBER AND A WEB FORM. BUSINESSES
MUST RESPOND TO VERIFIABLE CONSUMER REQUESTS WITHIN SPECIFIED TIMEFRAMES, TYPICALLY 45 DAYS, WITH A POSSIBLE
EXTENSION OF ANOTHER 45 DAYS.

THE PROCESS FOR HANDLING THESE REQUESTS TYPICALLY INVOLVES:

® RECEIVING THE REQUEST.
® VERIFYING THE IDENTITY OF THE REQUESTOR.

LOCATING THE RELEVANT PERSONAL INFORMATION.

¢ PROCESSING THE REQUEST (E.G., DELETION, DISCLOSURE).

o COMMUNICATING THE RESPONSE TO THE CONSUMER.



DATA SECURITY MEASURES

Tre CCPA MANDATES THAT BUSINESSES IMPLEMENT AND MAINTAIN “REASONABLE SECURITY PROCEDURES AND PRACTICES”
APPROPRIATE TO THE NATURE OF THE PERSONAL INFORMATION TO PROTECT IT FROM UNAUTHORIZED ACCESS, DESTRUCTION,
USE, MODIFICATION, OR DISCLOSURE. THIS IS A cRUCIAL ASPECT oF CCPA COMPLIANCE AND INVOLVES A MULTI-LAYERED
APPROACH TO DATA PROTECTION.

RecorD-KEEPING REQUIREMENTS

BUSINESSES MUST RETAIN RECORDS OF CONSUMER REQUESTS AND HOW THEY WERE HANDLED FOR AT LEAST 24 MONTHS. THIS
INCLUDES DOCUMENTING THE REQUESTS RECEIVED, THE VERIFICATION PROCESS, THE ACTIONS TAKEN, AND ANY RESPONSES
PROVIDED TO CONSUMERS. THIS DOCUMENTATION IS ESSENTIAL FOR DEMONSTRATING COMPLIANCE DURING ANY POTENTIAL
AUDITS OR INVESTIGATIONS.

IMPLEMENTING PRACTICAL CCPA COMPLIANCE STRATEGIES

MOVING FROM UNDERST ANDING THE REQUIREMENTS TO ACTIVELY IMPLEMENTING CCPA COMPLIANCE INVOLVES A STRUCTURED
AND SYSTEMATIC APPROACH. THIS REQUIRES CROSS-DEPARTMENTAL COLLABORATION AND A COMMITMENT TO DATA PRIVACY
BEST PRACTICES THROUGHOUT THE ORGANIZATION.

ConNbucTING A COMPREHENSIVE DATA INVENTORY AND MAPPING

THE FIRST AND MOST CRITICAL STEP IS TO UNDERSTAND PRECISELY WHAT PERSONAL INFORMATION YOUR BUSINESS COLLECTS,
WHERE IT RESIDES, WHY IT's COLLECTED, HOW IT's USED, AND WITH WHOM IT'S SHARED. THIS DATA INVENTORY AND MAPPING
PROCESS IS THE FOUNDATION OF ANY EFFECTIVE CCPA COMPLIANCE PROGRAM. |T SHOULD COVER ALL DATA SOURCES,
INCLUDING CUSTOMER DATABASES, MARKETING PLATFORMS, HR SYSTEMS, THIRD-PARTY VENDORS, AND WEBSITE ANALYTICS.

KEY ELEMENTS OF DATA MAPPING INCLUDE:

® |DENTIFYING ALL TYPES OF PERSONAL INFORMATION PROCESSED.
® DOCUMENTING THE SOURCE OF THE DATA.

® DEFINING THE PURPOSE OF PROCESSING FOR EACH DATA TYPE.

® MAPPING DATA FLOWS WITHIN THE ORGANIZATION.

® |DENTIFYING DATA RETENTION PERIODS.

® [ISTING THIRD PARTIES WITH WHOM DATA IS SHARED.

UPDATING PrIVACY PoLicies AND NOTICES

BASED ON THE DATA INVENTORY, BUSINESSES MUST REVISE THEIR EXISTING PRIVACY POLICIES AND NOTICES TO ACCURATELY



REFLECT THEIR DATA PRACTICES AND TO CLEARLY COMMUNICATE CONSUMERS’ RIGHTS UNDER THE CCPA. THIS INCLUDES ADDING
THE “Do NoT SELL orR SHARE MY PERSONAL INFORMATION” LINK AND OTHER REQUIRED DISCLOSURES. REGULARLY REVIEWING
AND UPDATING THESE DOCUMENTS IS ESSENTIAL AS DATA PRACTICES EVOLVE.

DeVELOPING AND TRAINING STAFF

CCPA COMPLIANCE IS A SHARED RESPONSIBILITY. BUSINESSES MUST TRAIN EMPLOYEES ON DATA PRIVACY PRINCIPLES, THEIR
SPECIFIC ROLES IN DATA HANDLING, AND HOW TO RESPOND TO CONSUMER REQUESTS. THIS TRAINING SHOULD BE ONGOING AND
TAILORED TO DIFFERENT DEPARTMENTS AND LEVELS WITHIN THE ORGANIZATION.

IMPLEMENTING DATA SECURITY CONTROLS

STRENGTHENING DATA SECURITY IS PARAMOUNT. THIS INVOLVES IMPLEMENTING TECHNICAL SAFEGUARDS SUCH AS ENCRYPTION,
ACCESS CONTROLS, AND REGULAR SECURITY ASSESSMENTS, AS WELL AS ORGANIZATIONAL MEASURES LIKE DATA MINIMIZATION
POLICIES AND EMPLOYEE TRAINING. THE GOAL IS TO PREVENT DATA BREACHES AND UNAUTHORIZED ACCESS.

MANAGING THIRD-PARTY VENDOR RELATIONSHIPS

BUSINESSES ARE RESPONSIBLE FOR THE PERSONAL INFORMATION THEY SHARE WITH THIRD-PARTY SERVICE PROVIDERS AND
CONTRACTORS. THIS REQUIRES CONDUCTING DUE DILIGENCE ON VENDORS TO ENSURE THEY ALSO COMPLY WITH THE CCPA AND
ENTERING INTO CCPA-COMPLIANT CONTRACTS THAT CLEARLY OUTLINE DATA PROTECTION OBLIGATIONS AND RESTRICT HOW
VENDORS CAN USE THE SHARED PERSONAL INFORMATION.

ENFORCEMENT AND PENALTIES FOR NoN-COMPLIANCE

THe CALIFORNIA ATTORNEY GENERAL AND, MORE RECENTLY, THE CALIFORNIA PRIVACY PrOTECTION AGENCY (CPPA) ARE
EMPOWERED TO ENFORCE THE CCPA. WHILE THE CPPA NOW PLAYS A MORE CENTRAL ROLE IN ENFORCEMENT, THE ATTORNEY
GENERAL RETAINS AUTHORITY. UNDERSTANDING THE POTENTIAL PENALTIES IS A SIGNIFICANT MOTIVATOR FOR BUSINESSES TO
PRIORITIZE CCPA COMPLIANCE.

MoNETARY FINES

BUSINESSES FOUND TO BE IN VIOLATION OF THE CCPA CAN FACE SIGNIFICANT FINANCIAL PENALTIES. FOR INTENTIONAL
VIOLATIONS, THE FINES CAN BE UP TO $7,500 PER VIOLATION. FOR UNINTENTIONAL VIOLATIONS, THE FINES CAN BE UP TO
$2,500 PER VIOLATION.

THE NUMBER OF VIOLATIONS CAN QUICKLY ESCALATE. For EXAMPLE, IF A BUSINESS FAILS TO IMPLEMENT REASONABLE SECURITY
MEASURES LEADING TO A DATA BREACH AFFECTING ]/OOO CONSUMERS, AND EACH AFFECTED CONSUMER IS CONSIDERED A
SEPARATE VIOLATION, THE POTENTIAL PENALTIES COULD BE SUBSTANTIAL.

PrIVATE RIGHT OF ACTION

THe CCPA GRANTS CONSUMERS A LIMITED PRIVATE RIGHT OF ACTION IN THE EVENT OF CERTAIN DATA BREACHES RESULTING
FROM A BUSINESS'S FAILURE TO IMPLEMENT AND MAINTAIN REASONABLE SECURITY PROCEDURES AND PRACTICES. IN SUCH CASES,



CONSUMERS CAN SEEK STATUTORY DAMAGES OF BETWEEN $ 100 AND $750 PER CONSUMER PER INCIDENT, OR ACTUAL
DAMAGES, WHICHEVER IS GREATER. THIS PRIVATE RIGHT OF ACTION ADDS ANOTHER LAYER OF RISK AND UNDERSCORES THE
IMPORTANCE OF ROBUST DATA SECURITY.

RepUTATIONAL DAMAGE

BEYOND FINANCIAL PENALTIES, NON-COMPLIANCE WITH THE CCPA CAN LEAD TO SEVERE REPUTATIONAL DAMAGE. NEWS OF
DATA BREACHES OR REGULATORY ENFORCEMENT ACTIONS CAN ERODE CONSUMER TRUST, LEADING TO CUSTOMER CHURN AND
DIFFICULTY ATTRACTING NEW BUSINESS. MAINTAINING A STRONG REPUTATION FOR DATA PRIVACY IS THEREFORE A CRUCIAL
BUSINESS OBJECTIVE.

ONGOING CCPA CoMPLIANCE MAINTENANCE

AcHIEVING INITIAL CCPA COMPLIANCE IS NOT THE END OF THE JOURNEY', IT'S THE BEGINNING OF AN ONGOING COMMITMENT TO
DATA PRIVACY. THE REGULATORY LANDSCAPE IS DYNAMIC, AND BUSINESS OPERATIONS EVOLVE, REQUIRING CONTINUOUS
MONITORING AND ADAPTATION.

ReEGULAR AUDITS AND ASSESSMENTS

BUSINESSES SHOULD CONDUCT REGULAR INTERNAL AND EXTERNAL AUDITS OF THEIR CCPA COMPLIANCE PROGRAM. THIS
INCLUDES REVIEWING DATA INVENTORIES, PRIVACY POLICIES, CONSUMER REQUEST HANDLING PROCESSES, AND SECURITY
MEASURES. INDEPENDENT AUDITS CAN PROVIDE AN OBJECTIVE ASSESSMENT OF COMPLIANCE STATUS AND IDENTIFY AREAS FOR
IMPROVEMENT.

STAYING ABREAST OF REGULATORY CHANGES

THe CCPA AND CPRA ARE SUBJECT TO ONGOING INTERPRETATION AND AMENDMENT. BUSINESSES MUST STAY INFORMED ABOUT
NEW REGULATIONS, GUIDANCE FROM THE CPPA, AND ENFORCEMENT TRENDS. SUBSCRIBING TO INDUSTRY NEWSLETTERS,
ENGAGING WITH LEGAL COUNSEL SPECIALIZING IN PRIVACY LAW, AND PARTICIPATING IN RELEVANT FORUMS ARE ESSENTIAL FOR
STAYING CURRENT.

UPDATING POLICIES AND PROCEDURES

AS BUSINESS OPERATIONS CHANGE, NEW DATA IS COLLECTED, OR NEW TECHNOLOGIES ARE IMPLEMENTED, PRIVACY POLICIES AND
INTERNAL PROCEDURES MUST BE UPDATED ACCORDINGLY. THIS ENSURES THAT COMPLIANCE REMAINS ALIGNED WITH CURRENT
DATA PROCESSING ACTIVITIES AND CONSUMER EXPECTATIONS.

CoNTINUOUS TRAINING AND AWARENESS

DATA PRIVACY IS A MOVING TARGET, AND SO IS THE KNOWLEDGE BASE OF EMPLOYEES. REGULAR REFRESHER TRAINING SESSIONS
ARE CRUCIAL TO REINFORCE DATA PRIVACY PRINCIPLES, UPDATE STAFF ON NEW REQUIREMENTS, AND MAINTAIN A CULTURE OF
PRIVACY AW ARENESS THROUGHOUT THE ORGANIZATION.



MONITORING AND ADAPTING TO CONSUMER FEEDBACK

ACTIVELY LISTENING TO CONSUMER FEEDBACK REGARDING PRIVACY PRACTICES AND REQUESTS CAN PROVIDE VALUABLE INSIGHTS
INTO THE EFFECTIVENESS OF A COMPLIANCE PROGRAM. THIS FEEDBACK CAN HELP IDENTIFY AREAS WHERE COMMUNICATION CAN BE
CLEARER OR PROCESSES CAN BE STREAMLINED, CONTRIBUTING TO A BETTER CONSUMER EXPERIENCE AND MORE ROBUST
COMPLIANCE.

FAQ: CCPA CoMPLIANCE FOR BUSINESSES

Q: WHAT Is THE PRIMARY GOAL OF THE CCPA FOR BUSINESSES?

A: THE PRIMARY GOAL OF THE CCPA FOR BUSINESSES IS TO ACHIEVE AND MAINTAIN COMPLIANCE WITH THE CALIFORNIA
CONSUMER PRrIVACY ACT, WHICH GRANTS CALIFORNIA CONSUMERS SIGNIFICANT RIGHTS REGARDING THEIR PERSONAL
INFORMATION AND IMPOSES OBLIGATIONS ON BUSINESSES THAT COLLECT AND PROCESS THIS DATA, INCLUDING REQUIREMENTS
FOR TRANSPARENCY, CONSUMER CONTROL, AND DATA SECURITY TO AVOID PENALTIES.

Q: How poEes A BUSINESS DETERMINE IF THE CCPA APPLIES TO THEM?

A: A BUSINESS MUST DETERMINE IF THE CCPA APPLIES BY ASSESSING IF THEY ARE A FOR-PROFIT ENTITY DOING BUSINESS IN
CALIFORNIA AND IF THEY MEET AT LEAST ONE OF THREE THRESHOLDS: ANNUAL GROSS REVENUES EXCEEDING $25 MILLION,
BUYING/SELLING/SHARING PERSONAL INFORMATION ofF 100,000+ CALIFORNIA CONSUMERS/HOUSEHOLDS ANNUALLY, OR
DERIVING 509%+ OF ANNUAL REVENUES FROM SELLING/SHARING CALIFORNIA CONSUMERS’ PERSONAL INFORMATION.

Q: WHAT ARE THE MOST CRITICAL COMPONENTS OF A CCPA COMPLIANCE PROGRAM
FOR A BUSINESS?

A: THE MOST CRITICAL COMPONENTS INCLUDE UNDERSTANDING WHAT CONSTITUTES PERSONAL INFORMATION, ESTABLISHING
ROBUST DATA INVENTORIES AND MAPPING, UPDATING PRIVACY POLICIES AND NOTICES, IMPLEMENTING MECHANISMS TO HANDLE
CONSUMER RIGHTS REQUESTS (KNO\X/, DELETE, OPT-OUT, CORRECT, LIMIT), ENSURING REASONABLE DATA SECURITY MEASURES,
AND MANAGING THIRD-PARTY VENDOR RELATIONSHIPS EFFECTIVELY.

Q: HowW FREQUENTLY SHOULD A BUSINESS REVIEW AND UPDATE ITS CCPA
COMPLIANCE EFFORTS?

A: A BUSINESS SHOULD REGULARLY REVIEW AND UPDATE ITS CCPA COMPLIANCE EFFORTS. THIS INCLUDES REVIEWING PRIVACY
POLICIES AND PROCEDURES WHENEVER BUSINESS OPERATIONS CHANGE, NEW DATA TYPES ARE COLLECTED, OR NEW
TECHNOLOGIES ARE IMPLEMENTED. REGULAR INTERNAL AUDITS AND STAYING INFORMED ABOUT REGULATORY UPDATES ARE ALSO
CRUCIAL.

Q: WHAT ARE THE POTENTIAL CONSEQUENCES FOR A BUSINESS THAT FAILS TO
compLY WITH THE CCPA?

A: CONSEQUENCES FOR NON-COMPLIANCE INCLUDE SIGNIFICANT MONETARY FINES, WITH UP TO $7,500 PER INTENTIONAL
VIOLATION AND $2,500 PER UNINTENTIONAL VIOLATION. ADDITIONALLY, CONSUMERS HAVE A PRIVATE RIGHT OF ACTION FOR
DATA BREACHES RESULTING FROM A BUSINESS'S FAILURE TO MAINTAIN REASONABLE SECURITY, POTENTIALLY LEADING TO
STATUTORY DAMAGES, AND SEVERE REPUTATIONAL DAMAGE CAN ALSO OCCUR.



Q: Does THE CCPA APPLY TO SMALL BUSINESSES?

A: THE CCPA GENERALLY APPLIES TO BUSINESSES THAT MEET SPECIFIC REVENUE OR DATA PROCESSING THRESHOLDS. SMALL
BUSINESSES WITH ANNUAL GROSS REVENUES BELOW $25 MILLION AND THAT DO NOT BUY, SELL, OR SHARE THE PERSONAL
INFORMATION oF 100,000 or MORE CALIFORNIA CONSUMERS OR HOUSEHOLDS ANNUALLY, OR DERIVE LESS THAN 509% oF
THEIR REVENUE FROM SELLING OR SHARING PERSONAL INFORMATION, MAY NOT BE DIRECTLY SUBJECT TO ALL CCPA
REQUIREMENTS. HOWEVER, OPERATING WITH STRONG PRIVACY PRACTICES IS STILL ADVISABLE.

Q: WHAT IS THE DIFFERENCE BETWEEN “SELLING” AND “SHARING” PERSONAL
INFORMATION UNDER CCPA?

A: UNDER THE CCPA/ “SELLING” PERSONAL INFORMATION MEANS DISCLOSING IT TO A THIRD PARTY FOR MONETARY OR OTHER
VALUABLE CONSIDERATION. “SHARING” PERSONAL INFORMATION REFERS TO DISCLOSING IT FOR CROSS-CONTEXT BEHAVIORAL
ADVERTISING, WHETHER FOR MONETARY OR OTHER VALUABLE CONSIDERATION. THe CPRA EXPANDED THESE DEFINITIONS AND
INTRODUCED SPECIFIC OBLIGATIONS RELATED TO SHARING.

Q: How SHoULD BUSINESSES HANDLE “Do NoT SELL OrR SHARE MY PERSONAL
INFORMATION” REQUESTS?

A: BUSINESSES MUST PROVIDE A CLEAR AND CONSPICUOUS LINK ON THEIR WEBSITE TITLED “Do NoT SELL orR SHARE My
PERSONAL INFORMATION” THAT LEADS TO A PAGE EXPLAINING HOW CONSUMERS CAN OPT-OUT. UPON RECEIVING SUCH A
REQUEST, THE BUSINESS MUST COMPLY WITHIN 15 BUSINESS DAYS AND REFRAIN FROM SELLING OR SHARING THE CONSUMER'S
PERSONAL INFORMATION GOING FORW ARD.
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